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ANNEX II + III:
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Contract title: 



Improving Border Control Standards in Serbia
Publication reference:  
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)   

· Column 4 allows the tenderer to make comments on his proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.

Abbreviations 

The following abbreviations are used consistently throughout the document:

3DES 




Triple Data Encryption Standard
AA




Active Authentication
AAL2




ATM Adaptation Layer 2 , time-dependent Variable Bit Rate (VBR-RT) of connection-oriented, synchronous traffic
AAL5
ATM Adaptation Layer 5 , VBR, data traffic, connection-oriented, asynchronous traffic (e.g. X.25 data) or connectionless packet data (e.g. SMDS traffic) with a simplified information header scheme
AC




Alternating Current
ACL




Access Control List
ADPCM




Adaptive Pulse Code Modulation
AES




Advanced Encryption Standard
AFIS




Automated Fingerprint Identification System
ASCII




American Standard Code for Information Interchange
ATM




Asynchronous Transfer Mode
BAC




Basic Access Control
BGP




Border Gateway Protocol
BGP-4




BGP version 4, codified in RFC 4271
BMP




Bitmap file format
BNC




Bayonet Neill-Concelman connector, RF connector for terminating coaxial cable
CAT5




Category 5 cabling
CCD




Charge-Coupled Device (for cameras)
CD




Compact Disc
CE




CE marking, conformity mark applicable in Europe (or European Economic Area)
CEE




Europlug
CHAP




Challenge-Handshake Authentication Protocol
CIDR




Classless Inter-Domain Routing
CPU




Central Processing Unit
DC




Direct Current
DDR2




Double Data Rate interface
DHCP




Dynamic Host Control Protocol
DNS




Domain Name System
DoS




Denial of Service attack
DRAM




Dynamic Random Access Memory
DSCP




DiffServ Code Point
DVD




Digital Video Disc
EAC




Extended Access Control
ETL




Extract, Transform, Load
E1




E-carrier level 1 – PDH hierarchy data rate for 2.048 Mbit/s
E3




E-carrier level 3 ​– PDH hierarchy data rate for 34.368 Mbit/s
FC




Fibre Channel
FDD




Floppy Disk Drive
FIPS 201



Federal Information Processing Standard , Personal Identity Verification for Federal Employees and Contractors
FSB




Front-Side Bus
FXO




Foreign Exchange Office
FXS




Foreign Exchange Station
G.711




ITU-T standard for audio companding 
G.726




ITU-T ADPCM speech codec
G.729a




Audio data compression used in VoIP
GRE




General Routing Encapsulation
GSM




Global System for Mobile communications
H.264




H.264/MPEG-4 AVC standard for video compression
H.323




VoIP protocol for LAN telephony
HA




High Availability

HDD




Hard Disk Drive
HDLC




High-Level Data Link Control
IBNS




Identity Based Network Services
ICAO




International Civil Aviation Organization
IEC




International Electrotechnical Commission
IEEE




Institute of Electrical and Electronics Engineers
IGMP




Internet Group Management Protocol
I/O




Input / Output

IP




Internet Protocol 
IPS




Intrusion Prevention System
IP54




International Protection Rating  54 
IR




Infrared
ISDN BRI



Integrated Services Digital Network Basic Rate Interface
ISDN PRI



Integrated Services Digital Network Primary Rate Interface
IS-IS




Intermediate System –to- Intermediate System
ISO




International Standards Organization
ITU-T




International Telecommunication Union – Telecommunication Standardization Sector
JPEG




Joint Photographic Experts Group – compression technique
JPEG2000



Joint Photographic Experts Group 2000 – compression technique developed in 2000
L2




Layer 2
L2TP




Layer 2 Tunnelling Protocol
L3




Layer 3
LACP




Link Aggregation Control Protocol 
LAN




Local Area Network
LED




Light Emitting Diode
LDP




Label Distribution Protocol
LLDP




Link Layer Discovery Protocol
LPR




License Plate Recognition
LV




Low Voltage
MAC




Media Access Control
MGCP




Media Gateway Control Protocol

MD5




Message Digest algorithm 5
MSTP




Multiple Spanning Tree Protocol
MPEG




Moving Picture Experts Group 
MPEG-4



Moving Picture Experts Group 4 , compression for moving pictures
MPLS




Multiprotocol Label Switching
MPP




Massively Parallel Processing
MTBF




Mean Time Between Failure
MRZ




Machine Readable Zone
MVR




Multicast VLAN Registration
NAC




Network Admission Control
NAT




Network Address Traversal
NIC




Network Interface Card
NTSC




National Television System Committee
NTP




Network Time Protocol
NUMA




Non-Uniform Memory Architecture
OCR




Optical Character Recognition
OLAP




Online Analytical Processing
OS




Operating System
OSPF




Open Shortest Path First
PA




Passive Authentication
PAL




Phase Alternating Line
PAP




Password Authentication Protocol
PBR




Policy Based Routing
PCI




Peripheral Component Interconnect
PDH




Plesiochronous Digital Hierarchy
PIM




Protocol Independent Multicast
PIM-SM




PIM Sparse Mode
PIM-DM



PIM Dense mode
PKI




Public Key Infrastructure
PoE




Power over Ethernet
PPP




Point-to-Point Protocol
PUT




Hypertext Transfer Method – uploads a representation of the resource
QoS




Quality of Service
RAID1




Redundant Array of Inexpensive Disks (original), Redundant Array of Independent Disks (later), class 1
RAID5




Redundant Array of Inexpensive Disks (original), Redundant Array of Independent Disks (later), class 5
RAM




Random Access Memory
RDBMS




Relational Database Management System
RED




Random Early Detection
RIP




Routing Information Protocol
RISC




Reduced Instruction Set Computer
RJ45




Registered Jack 45 connector used in Ethernet LAN
RSPAN




Remote 
RSTP




Rapid Spanning Tree Protocol
RSVP




Resource Reservation Protocol
RS-232




Registered Serial 232, physical layer interface
SATA




Serial AT Attachment
SCSI




Small Computer System Interface
SDIO




Secure Digital Input Output.
SDK




Software Development Kit
SFP




Small form-factor pluggable transceiver
SIP




Session Initiation Protocol
SLA




Service Level Agreement
SMP




Symmetric Multi Processing
SNMP




Simple Network Management Protocol
SOA




Service Oriented Architecture
SONET 




Synchronous Optical Networking
SQL




Structured Query Language
SRR




Shared Round Robin
SRTP




Secure Real Time Transport Protocol
SSH




Secure Shell
SSL




Secure Sockets Layer
SSM




Source Specific Multicast
STM-1




Synchronous Transport Module -1, refers to bit rate of 155.52 Mbit/s
STM-64




Synchronous Transport Module -1, refers to bit rate of 10 Gbit/s
TCP




Transmission Control Protocol
TFTP




Trivial File Transfer Protocol
UDP




User Datagram Protocol
UMTS




Universal Mobile Telecommunications System
URL




Uniform Resource Locator
USB




Universal Serial Bus
USB2




Universal Serial Bus, version 2.0
VAD




Voice Activity Detection

VLAN




Virtual LAN
VoATM




Voice over Asynchronous Transfer Mode 
VoFR




Voice over Frame Relay
VPN




Virtual Private Network
WAN




Wide Area Network
WFQ




Weighted Fair Queuing

Wi-Fi




Wireless Fidelity, WLAN based on 802.11 standard
WLAN




Wireless LAN

WTD




Weighted Tail Drop
X.21




Standard for digital signal interface for telecommunications
XML




Extensible Markup Language
	Item Number
	Specifications
	Specifications Offered
	Notes, remarks, 
reference to documentation
	Evaluation Committee’s notes

	0
	General requirements

	The specifications given in the following are requirements based on the respective item’s projected function or purpose. Characteristics and features deviating from particular technical solutions, figures or values given in the specifications (unless exceeding the requirements), due to the particular design of the actually offered product, are acceptable, as long as the functional capacity is at least equivalent to the given specification and permissible under the requirements according to the stated and specified technical regulations, or standards quoted in these Technical Specifications. Full compatibility with other items specified, or equipment already available at the beneficiary institution when described in these Technical Specifications, is mandatory. Uncertainty, Accuracy and Class shall always be as required or better. Adequate documentation to assess the respective capacity, quality, compatibility and inter-connectivity of the product offered must be included with the offer. – Where a “preferred” or “optional” technical solution is mentioned in the technical specifications, both appropriate solutions to the respective requirement will be considered as compliant during evaluation though.

Any specification referring to or suggesting a particular product or manufacturer, in particular to types, models and brand names, are always to be understood as “or equivalent”. Where equivalency shall be subject to technical evaluation, the respective documentation of equivalency, and - if appropriate - an assessment by an independent party shall be provided with the offer.


	0.1
	Conformity to technical regulations and standards 

All equipment shall be in conformity with the applicable technical regulations. Evidence for compliance has to be provided (such as CE marking/ manufacturer declaration, relevant conformity marks, or copies of certificates) for such equipment. Further specific requirements apply to particular items.
	
	
	

	0.2
	Technical Documentation

The Technical Offer shall contain documentation on:

· Technical characteristics,

· Functionality

· Regulatory compliance

· Conformity to standards

The tenderer shall provide technical documentation of the equipment in English language, including the technical specification of the manufacturer (Data Sheets). 

Manuals for equipment installation, operation and regular maintenance in English shall be included with the supplies.
	
	
	


	0.3
	Accessories

The supplies shall include all accessories necessary for proper operation of the equipment such as, but not limited to power cables, interconnect cables, adapters, connectors, input devices (examples: LV power cables, Coax cables, CAT5 cables) to make the provided equipment fully operational and functioning fitting intended purpose.

These accessories include also Installation Guide and CDs with documentation for the equipment.
	
	
	

	0.4
	Power supply

All mains-operated equipment shall operate – unless specified otherwise - by power supply of AC 240 V , 50 Hz, Serbian plug for class I and II equipment. Three-phase power supply 415 V shall be acceptable also, grounded CEE plug. Equipment with a rated voltage of AC 230 V and/or AC 400 V will be acceptable as well.
	
	
	

	0.5
	Supply Installation 

Equipment and device installation and commissioning shall be done by technicians who are authorized by manufacturer for each equipment and device offered.

 Equipment installation and commissioning shall be included into the delivery and the offering for each equipment and device offered.
	
	
	

	0.6
	Maintenance and Warranty Conditions

Standard warranty of 1 year after successful and accepted delivery. Warranty period begins after approved acceptance test, approval of which is stated and signed in writing.

Disk or respective media is not to be returned to the supplier in case of detected and verified defect, failure or warranty case, and shall not restrict standard warranty conditions.
	
	
	

	0.7
	Place of delivery

All items/LOTs will be delivered in Belgrade at the premises of the Ministry of Interior in Milorada Jovanovica 7.


	
	
	

	


Lot 1: Border Control Point Devices and Software

	1 – 5
	 Border Control Point Access Layer Requirements

	Item Number
	Specifications
	Specifications Offered
	Notes, remarks, 
reference to documentation
	Evaluation Committee’s notes

	1
	Mobile Automatic Document Reader

Quantity: 30 pcs

Interfaces:

Serial interface: 1 pcs (for console purpose, or the same functionality with USB or Ethernet)

USB host interface: 1 pcs, 2 pcs (optional)

Ethernet 100 Mbps or 1Gbps : 1 pcs (minimum requirement: docking interface capability) 

Wireless interfaces: Wi-Fi 802.11 b or g ; Bluetooth (optional), GSM (optional)

SDIO card slot: 1 pcs

Main Features and Capabilities:

Fingerprint recognition standards FIPS 201

Captures e-Passports and e-IDs with both ISO/IEC 14443 Type A and Type B contactless chips

Reads ICAO compliant MRZ data up to 3 lines

Supports biometric data standard of ISO/IEC SC 37

Document image resolution ≥ 400 dpi (visible light)

IR image sensor

Fingerprint resolution ≥ 500 dpi

Fingerprint sensor area: at least 12 mm x 15 mm

Digital transreflective colour touchscreen for fingerprint recognition, with minimum of 240 x 320 pixels resolution

1:1 fingerprint matching, 1:N fingerprint matching on server

Automated Fingerprint Identification System (AFIS) compliant

Smartcard interface: ISO 7816 contact and ISO 14443 A/ B contactless cards

Barcodes: 1D and 2D 

Memory: 64 MB RAM, 128 MB Flash

Development environment tools, such as SDK: Java/J2EE, C++ or respective (whole feature as optional)

Security:

Data encryption: SSL on TCP/IP network, SAM internal cryptographic key management or respective

Security: 

· Access Control (basic: BAC, extended: EAC (optional))

· Authentication (AA, Active Authentication ; PA, Passive Authentication) (optional)
Ethernet and Other Interfaces (minimum via Border Control Access Client PC Station) :

Ethernet interface: 

· 100 Mbps BaseT Ethernet interface IEEE 802.3 (RJ45 connector) with Media Converter to optical fibre

or

· 1 Gbps Gigabit Ethernet optical interface (if available) 

Backbone network accessibility

Physical:

Weight: less than 1.5 kg

Power

· Input voltage: 110—240 VAC

· Input frequency: 50—60 Hz

· Power DC: Around 12V

Environmental:

Operating Temperature: -10  to 40 ºC (min tolerance)

Storage Temperature: -20 to 65 ºC

Operating Humidity: 10% to 90%, non-condensing 

IP54 compliant or respective
	
	
	

	

	2
	IP Digital Video License Plate Recognition Camera 

Quantity: 120 pcs
Interfaces:

Ethernet interface (IP/Ethernet 10/100 Base-T or larger) : 1 pcs  or

USB interface : 1 pcs 

Control interface, such as a serial interface: 1 pcs

Main Features and Capabilities:

Digital CCD camera

IP-based support for user defined and generic events and video recordings

MPEG and MPEG-4 support ; H.264 and G.726 support (optionally)

Several picture resolution modes, reachable resolution better than 352*288 

Bit rate: Reachable at least over 2000 kbps 

Image processing speed: at least 50 frames / sec.

Adjustable gain and shutter time: at least covering the range from 1/100 sec to 1/30000 sec

Day and Night Mode supported - independent of ambient light conditions.

Digital Noise Reduction (optional)

Video output

Alarm input/output

Lens: Varifocal motorized zoom and iris, effective range at least to cover 5—20 m, IR pass filter

Auto focus and brightness control

Adjustable bandwidth usage

Adjustable LED intensity control

Ethernet and Other Interfaces:

Ethernet interface: 

· 100 Mbps BaseT Ethernet interface IEEE 802.3 (RJ45 connector) with Media Converter to optical fibre

or

· 1 Gbps Gigabit Ethernet optical interface (if available) 

or

USB interface

Control interface, such as a serial interface 

License Plate Recognition Software Features (either integrated on camera board or on Border Control Access Client Workstation) 
Optical Character Recognition Software (OCR)

· recognition accuracy ratings over 97 %

· country and font independent recognition

· State/country region recognition

Data to be received from LPR: license plate number, camera number, date/time of registration, image data, data from a national vehicle register (optional)

Image input: Still image from memory or file (BMP, JPEG, JPEG2000), Live video input (IP-based, MPEG or MPEG-4)

Output: Plate number in ASCII/UNICODE ,Position of plate , Positions of characters ,Tip list for each characters , Confidence levels for each tips ,Colour of plate (optional) ,Country ID (optional) , Locating more plates on one image

Adjustable sample processing time

Record to local database and central database, all license plate and vehicle images

Frame Grabber Card for video input formats and file types as defined 

Transformation: normalised foreground/background colours , normalised size , uniform plate orientation

Character support: character segmentation , character recognition, ASCII support

Infrared LED illuminator : ≥ 40 m distance

Traffic modes: Recognition of license plates of vehicles at vehicle speeds up to 150 km/h

Database support: database storage, network and computer storage access to check license plates supported

Physical:

Power

· Input voltage: In the range of 12--28 VAC or 110—240 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: -10  to 40 ºC (min tolerance)

Operating Humidity: 10% to 90% (min tolerance), non-condensing

IP65 compliant or respective
	 
	
	

	

	3
	IP Video Surveillance Camera 

Quantity: 64 pcs

Interfaces:

Ethernet interface (IP/Ethernet 10/100 Base-T or larger) : 1 pcs  or

USB interface : 1 pcs 

Control interface, such as a serial interface: 1 pcs

Main Features and Capabilities:

Digital CCD camera

IP-based support for user defined and generic events and video recordings

MPEG and MPEG-4 support ; H.264 and G.726 support (optionally)

Variable data rate up to 6 Mbps 

Analogue video supported: Analogue composite (NTSC, PAL), BNC 75 ohm (optional)

Several picture resolution modes, reachable resolution better than 352*288 

Day and Night Mode supported

Sensitivity up to 10x

Dynamic range: up to 32x

Adjustable gain and shutter time: at least covering the range from 1/100 sec to 1/30000 sec

Video output

Alarm input/output

Lens: Varifocal motorized zoom 

Auto focus and brightness control

Adjustable bandwidth usage

Adjustable LED intensity control

Ethernet, Other Interfaces and Management

Ethernet interface: 

· 100 Mbps BaseT Ethernet interface IEEE 802.3 (RJ45 connector) with Media Converter to optical fibre

or

· 1 Gbps Gigabit Ethernet optical interface (if available) 

or

USB interface

Control interface, such as a serial interface 

SNMP (optional)
Physical:

Power

· Input voltage: In the range of 12--28 VAC or 110—240 VAC

· Input frequency: 50—60 Hz

Power over Ethernet (optional)

Environmental:

Operating Temperature: -10  to 40 ºC (min tolerance)

Operating Humidity: 20% to 80% (min tolerance), non-condensing

IP65 compliant or respective
	 
	
	

	

	4
	Border Control Access Client Workstation 

Quantity: 25 pcs

Border Control Platform:

Operating System: 64-bit dual processor Unix derivative, Linux, Windows XP/Vista or respective platform

Oracle v.10g  or respective RDBMS

Reporting Application, System and Services : client license to use Reporting Application

64-bit architecture with at least 8 GB RAM 

1 TB HDD space in RAID 5 configuration, hot-swap, 1 million hours MTBF, 1 additional HD in the configuration as spare

External HDD backup with back-up software, 2 TB capacity

At least 2 x 2 GHz processor technology

Main Features and Capabilities:

Enables distribution or centralization of passport, biometric and video surveillance data processing through a service-oriented architecture (SOA)

Build on to support J2EE architecture

Support of both relational and OLAP structures in databases

Enables centralized system administration and user management

Automates biometric image and data quality assurance and validation

Data and transaction security by enabling secure communications, digital signatures and encryption for data stored and prepared for transmission

Reporting Application: report creation, report accessing, database accessing, solution enabled for a client, see reporting features at Reporting Analytics Platform component

Database storage, analysis, up- and downloading for relevant Border Control data, such as

· Passport data

· Biometric data

· Video surveillance data 

· License Plate Recognition data

Operational management through SNMP or respective for Border Control Devices such as

· Automated Passport Readers

· Automatic Document Readers

· Fingerprint Capture Stations

· Video LPR Cameras

· Video Surveillance Cameras

· Biometric Face Capture Stations (optional)

Ethernet and Other Interfaces:

Ethernet interface: 

· 100 Mbps BaseT Ethernet interface IEEE 802.3 (RJ45 connector) or

· 1 Gbps Gigabit Ethernet

Wi-Fi interface

Centronics interface: 1 pcs

4 USB 2.0 ports; 1 serial RS-232

Network Interface Card
Additional Features:

DVD  / CD R/W combo drive, w. software 

1.44 MB 3.5” FDD optional

1 pcs minimum 17” LCD TFT Monitor 

1280x1024 pixel, 75 Hz vertical frequency, anti-reflex, contrast 1000:1, brightness 250 cd/m², 150° viewing angle; ≥10 cm height adjustable, 30 degr tilt; TCO’03

YU QWERTY Keyboard 

Optical Scroll Mouse

Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: 5  to 50 ºC (min tolerance)

Operating Humidity: 10% to 80% (min tolerance), non-condensing
	 
	
	

	

	5
	Border Control Point Thin Client PC

Quantity: 30 pcs

Main Features and Capabilities:

CPU:  Intel Core 2 Duo 2.0 GHz

2MB L2 cache, 1066 MHz FSB

Memory: audio dual channel RAM up to 4 GB

160 GB 7200 RPM SATA II, 

1xPCI-E slot (x16), PCI-E slot, PCI slot 8min 2)

2 x 1 GB DDR2

256 MB DDR2

Microsoft DirectX 9.0

Hardware implemented SCSI RAID (0, 1, 5) dual Channel Controller

· 4 x min. 73.4 GB Hard Drive hot-swap 

· 6 hot-swap HDD bays 

Operating system: Windows XP Professional (32 bit) SP2 (2007) or equivalent with at least 40 client licenses 

Additional Features:

Display adapter 1280x1024, 32 bit colour depth

- Keyboard with YU character set

- Mouse optical with scroll wheel

- Keyboard/Video/Mouse switch (8 port, rack mountable) with set of 9 (8+1) Keyboard/mouse/monitor cables

- Desktop , Tower 2 x 5.25
Additional Features:
DVD  / CD R/W combo drive dual layer, w. software 

1.44 MB 3.5” FDD (optional)

1 pcs minimum 19“ TFT, 1280x1024 pixel, 75Hz, max 8 ms, min 600:1, brightness 250 cd/m², 150° viewing angle; ≥10 cm height adjustable, 30 degr tilt; TCO’03

YU QWERTY Keyboard 

Optical Scroll Mouse

Ethernet and Other Interfaces:

Ethernet interfaces: 2 pcs 10/100/1000 LAN

8 pcs USB2 ports

Serial port

Parallel port

Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Redundant power supply configuration, delivered with minimum 2 redundant power supply units

Environmental:

Operating Temperature: 5  to 50 ºC (min tolerance)

Operating Humidity: 10% to 80% (min tolerance), non-condensing
	 
	
	

	


Lot 2:
Telecommunication Network Interconnection Equipment

	Item Number
	Specifications
	Specifications Offered
	Notes, remarks, 
reference to documentation
	Evaluation Committee’s notes

	6
	Edge Switch Type 1

Quantity: 22 pcs

Interfaces:

10/100 Mbps PoE Ethernet interfaces: 48 pcs;

1 Gbps SFP-based Gigabit Ethernet interfaces: 4 pcs 

Main Features:

Backplane speed of at least 32 Gbps and forwarding rate of at least 13 Mpps;

Minimum of 128 MB DRAM memory and minimum of 32 MB Flash memory; 

Class 3 PoE or 15.4 W of PoE power on at least 24 ports. 

Configurable up to 12,000 MAC addresses.
Bandwidth Optimization
Per-port broadcast, multicast, and unicast storm control;

IEEE 802.1d Spanning Tree Protocol support;

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP) support;

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) support;

Local Proxy ARP support;

Link Aggregation Control Protocol (LACP) support;

IGMP filtering support;

Multicast VLAN registration (MVR) support;

Source-Specific Multicast (SSM) support.
Quality of Service (QoS):

IEEE 802.1p (CoS) and DSCP field classification support, using marking and reclassification on a per-packet basis by source and destination IP address, source and destination MAC address, or Layer 4 TCP/UDP port number;

Shaped Round Robin (SRR), Weighted Tail Drop (WTD) and Strict priority queuing implemented at the ingress and/or egress queues.

Support of IP SLAs;

Support for Rate limiting, based on source and destination IP address, source and destination MAC address, Layer 4 TCP and UDP information, or any combination of these fields, using QoS ACLs (IP ACLs or MAC ACLs), class maps, and policy maps.

Routing

Internet Protocols: IPv4, IPv6;

Static routes, RIPv1, RIPv2, OSPF, BGP routing support;

Policy Based Routing (PBR) support;

Inter-VLAN routing (routing between two or more VLANs) support;

PIM-Sparse Mode (PIM-SM), PIM dense mode (PIM-DM) and PIM sparse-dense mode support;

Security:

Port-based and address-based ACLs;

SSHv2;

Kerberos;

PAP, CHAP;

Radius;

Identity-Based Network Services (IBNS) with IEEE 802.1x;

Unicast MAC filtering;

IP source guard;

IGMP filtering;

Management and Control:

SNMP v.2/v.3;

DHCP;

Telnet;

Web;

IEEE 802.1Q VLAN trunks support;

Voice VLAN support;

IGMPv3 snooping support;

Remote SPAN (RSPAN) support;

Layer 2 traceroute support;

DNS, TFTP and NTP support;

Multifunction LEDs per port for port status;

LLDP location support.

Physical:

Front or centre rack mount.

AC Power Supply Module:

Nominal input voltage: AC -220 V;

Tolerance:  –208 to 240 V AC.
	
	
	

	

	7
	Edge Switch Type 2

Quantity: 55 pcs

Interfaces:

10/100 Mbps PoE Ethernet interfaces: 24 pcs;

1 Gbps SFP-based Gigabit Ethernet interfaces: 2 pcs; 

Main Features:

Backplane speed of at least 32 Gbps and forwarding rate of at least 6,5 Mpps;

Minimum of 128 MB DRAM memory and minimum of 32 MB Flash memory; 

Class 3 PoE or 15.4 W of PoE power on all 24 ports. 
Bandwidth Optimization
Per-port broadcast, multicast, and unicast storm control;

IEEE 802.1d Spanning Tree Protocol support;

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP) support;

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) support;

Local Proxy ARP support;

Link Aggregation Control Protocol (LACP) support;

IGMP filtering support;

Multicast VLAN registration (MVR) support;

Source-Specific Multicast (SSM) support.
Quality of Service (QoS):

IEEE 802.1p (CoS) and DSCP field classification support, using marking and reclassification on a per-packet basis by source and destination IP address, source and destination MAC address, or Layer 4 TCP/UDP port number;

Shaped Round Robin (SRR), Weighted Tail Drop (WTD) and Strict priority queuing implemented at the ingress and/or egress queues.

Support of IP SLAs;

Support for Rate limiting, based on source and destination IP address, source and destination MAC address, Layer 4 TCP and UDP information, or any combination of these fields, using QoS ACLs (IP ACLs or MAC ACLs), class maps, and policy maps.

Routing

Internet Protocols: IPv4, IPv6;

Static routes, RIPv1, RIPv2, OSPF, BGP routing support;

Policy Based Routing (PBR) support;

Inter-VLAN routing (routing between two or more VLANs) support;

PIM-Sparse Mode (PIM-SM), PIM dense mode (PIM-DM) and PIM sparse-dense mode support;

Security:

Port-based and address-based ACLs;

SSHv2;

Kerberos;

PAP, CHAP;

Radius;

Identity-Based Network Services (IBNS) with IEEE 802.1x;

Unicast MAC filtering;

IP source guard;

IGMP filtering;

Management and Control:

SNMP v.2/v.3;

DHCP;

Telnet;

Web;

IEEE 802.1Q VLAN trunks support;

Voice VLAN support;

IGMPv3 snooping support;

Remote SPAN (RSPAN) support;

Layer 2 trace route support;

DNS, TFTP and NTP support;

Multifunction LEDs per port for port status;

LLDP location support.
Physical:

Front or centre rack mount.

AC Power Supply Module:

Nominal input voltage: AC -220 V;

Tolerance:  –208 to 240 V AC.
	
	
	

	

	8
	Backbone Router

Quantity: 1 pcs

Interfaces:

Channelized STM-1 SFP optics module: 4 pcs (with included SFP modules for SM fiber on 1310 nm and receiver sensitivity of -23 dBM);

1 Gbps Gigabit Ethernet (GE) optical interfaces: 2 pcs;

Line card with 48 switched 10/100/1000 Mbps RJ45 Ethernet interfaces (with at least 40 Gbps channel connection to switch fabric): 2 pcs; 

Main Features:

Modular router with at least nine slots for interface and/or processing modules, with backplane capacity of at least 720 Gbps via the crossbar switc fabric;

Forwarding rate for L2 and L3 traffic of around 30 Mpps;  at least 256,000 IPv4 routes per system; 

VPN performances of 2,5 Gbps forwarding rate for AES and 3DES encrypted traffic;

Minimum 512 MB of Flash Memory, and minimum 1 GB of RAM per processor (depending on number of processors);

Interfaces upgradeable up to STM-64 10 Gbit/s and to 10 Gbit/s Ethernet;

Hardware support for LAN connectivity high-speed/high-density Ethernet, FastEthernet, GigabitEthernet and 10 GigabitEthernet;

Support additional upgrade allowing installment of interfaces such as: High Speed Serial Interface, E1, E3, E3 ATM, STM-1 ATM, and STM-1 Packet over SONET (POS);

Multilayer switch functionalities;

Line-rate IP forwarding, also for prefixes;

Strict priority or Weighted Fair Queuing WFQ output queues;

Hierarchical scheduling;

IP Routing and Processing:

MPLS;

Emulation Edge-to-Edge: ATM, Frame Relay;

Encapsulations: Frame Relay, HDLC, PPP, PPPo-Ethernet;

Link Aggregation: bundling set of ports together, IEEE 802.3ad;

Multilayer switch functionalities: VLAN IEEE 802.1p;

IEEE Ethernet 802.1Q;

VLAN features: VLAN rewrite, tagging and deleting, VLAN stacking;

VLAN QoS: weighted round-robin and priority schedulers, RED and weighted RED.

Routing and Tunnelling:

Internet Protocols: IPv4, IPv6;

Routing: Open Shortest Path First (OSPF) v.3, Intermediate System –to- Intermediate System (IS-IS);

Routing Information Protocols: RIPv1, RIPv2;

Border Gateway functionalities (i.e. router to act as a border router to public Internet interconnections): BGP-4, MP-BGP (multicast extension), IBGP (internal border functionality);

Classless Interdomain Routing (CIDR), Network Address Traversal (NAT) supported preferably;

Tunnelling: L2TPv2, L2TPv3;

Other: Generic Routing Encapsulation (GRE), Protocol Independent Multicast (PIM).

MPLS Features:

Ethernet over MPLS emulation;

Label Distribution Protocol (LDP);

MPLS VPN;

Label Imposition, Disposition and Swapping MPLS,

MPLS QoS;

MPLS with RSVP Traffic Engineering (MPLS-RSVP-TE);

MPLS DiffServ-Aware Traffic Engineering (MPLS-DS-TE);

MPLS fast reroute.

Multicast:

MBGP multicast extension for BGP;

IGMP (Internet Group Management Protocol) v.1, v.2, v.3.

Security:

AES, 3DES or respective strong encryption;

SSH v.1/v.2;

PAP;

ACL;

MD5, DoS, Packet filtering, Anti-spoofing.

Management:

SNMP v.2/v.3;

DHCP;

Telnet;

Web;

Software agent for monitoring and reactions on system components;

Active monitoring of traffic in real time in order to gather data on network performances.

Physical:

Front or centre rack mount.

AC Power Supply Module:

Redundant power supplies, 4000W min. each;

Nominal input voltage: AC -220 V;

Tolerance:  –208 to 240 V AC.
	
	
	

	

	9
	Access Router Type 1

Quantity: 29 pcs

Interfaces:

10/100/1000 Mbps RJ45 Ethernet interfaces: 2 pcs;

Sinchronous WAN serial X.21 interface (speed 8 Mbps): 1 pcs 

Main Features:

Modular router with at least five slots for interface modules;

VPN performances of 200 Mbps hardware-based IPSec encryption services;

Minimum 128 MB (upgradeable to at least 512 MB) of Flash Memory, and minimum 512 MB (upgradeable to at least 1 GB) of DRAM;

Support additional upgrade allowing instalment of interfaces such as: Ethernet 10BASE-T and 10BASE-FL, Fast Ethernet 100BASE-T (RJ-45 and MII), Gigabit Ethernet, Synchronous serial ISDN BRI, PRI, Multichannel E1, ISDN PRI, as well as modules for Voice (FXS, FXO, GSM/UMTS).

Hardware support for processing Voice (analog, digital conferencing, transcoding, switching, concurrent applications, content, and voicemail). The hardware support must enable router for packet voice technologies, including VoIP protocols such as H.323, Media Gateway Control Protocol (MGCP), and SIP; VoFR; and VoATM (AAL5 and AAL2);

Integrated 802.11 b/g access point;

IP Routing and Processing:

MPLS;

Emulation Edge-to-Edge: ATM, Frame Relay;

Encapsulations: Frame Relay, HDLC, PPP, PPPo-Ethernet;

Link Aggregation: bundling set of ports together, IEEE 802.3ad;

IEEE 802.1p VLAN support;

IEEE Ethernet 802.1Q;

Weighted round-robin and priority schedulers, RED and weighted RED.

Routing and Tunnelling:

Internet Protocols: IPv4, IPv6;

Routing: Open Shortest Path First (OSPF) v.3, Intermediate System –to- Intermediate System (IS-IS);

Routing Information Protocols: RIPv1, RIPv2;

Border Gateway functionalities (i.e. router to act as a border router to public Internet interconnections): BGP-4, MP-BGP (multicast extension), IBGP (internal border functionality);

Classless Interdomain Routing (CIDR), Network Address Traversal (NAT) supported preferably;

Tunnelling: L2TPv2, L2TPv3;

Other: Generic Routing Encapsulation (GRE), Protocol Independent Multicast (PIM).

MPLS Features:

Ethernet over MPLS emulation;

Label Distribution Protocol (LDP);

MPLS VPN;

Label Imposition, Disposition and Swapping MPLS,

MPLS QoS;

MPLS with RSVP Traffic Engineering (MPLS-RSVP-TE);

MPLS DiffServ-Aware Traffic Engineering (MPLS-DS-TE);
Multicast:

PIM-SM Sparse Mode;

MBGP multicast extension for BGP;

IGMP (Internet Group Management Protocol) v.1, v.2, v.3.

Voice:

Secure Real-Time Transport Protocol (SRTP)

Possibility for Voice Gateway, controlled by MGCP protocol;

Possibility for H.323 Gatekeeper

Security:

AES, 3DES or respective strong encryption;

SSH;

PAP;

CHAP, ACL;

MD5, DoS, Packet filtering, Anti-spoofing.

Stateful firewall protection;

Integrated firewall and Intrusion prevention system functionalities;

URL filtering support. 

25 simultaneous SSL VPNs (with licences included), with possibility for upgrade to 200.
Management:

SNMP v.2/v.3;

DHCP;

Telnet;

Web;

Software agent for monitoring and reactions on system components;

Active monitoring of traffic in real time in order to gather data on network performances.

Physical:

Front or centre rack mount.

AC Power Supply Module:

Redundant power supplies;

Nominal input voltage: AC -220 V;

Tolerance:  –208 to 240 V AC.
	
	
	

	

	10
	Access Router Type 2

Quantity: 35 pcs
Interfaces:

10/100/1000 Mbps RJ45 Ethernet interfaces: 2 pcs;

Synchronous WAN serial X.21 interface (speed 8 Mbps): 1 pcs 
Main Features:

Modular router with at least five slots for interface modules;

VPN performances of 150 Mbps hardware-based IPSec encryption services;

Minimum 64 MB (upgradeable to at least 256 MB) of Flash Memory, and minimum 256 MB (upgradeable to at least 1 GB) of DRAM;

Support additional upgrade allowing instalment of interfaces such as: Ethernet 10BASE-T and 10BASE-FL, Fast Ethernet 100BASE-T (RJ-45 and MII), Gigabit Ethernet, Synchronous serial ISDN BRI, PRI, Multichannel E1, ISDN PRI, as well as modules for Voice (FXS, FXO, GSM/UMTS).

Hardware support for processing Voice (analog, digital conferencing, transcoding, switching, concurrent applications, content, and voicemail). The hardware support must enable router for packet voice technologies, including VoIP protocols such as H.323, Media Gateway Control Protocol (MGCP), and SIP; VoFR; and VoATM (AAL5 and AAL2);

Integrated 802.11 b/g access point;
IP Routing and Processing:

MPLS;

Encapsulations: Frame Relay, HDLC, PPP, PPPo-Ethernet;

IEEE 802.1p and 802.1Q support; 

Weighted round-robin and priority schedulers, RED and weighted RED.

Routing and Tunnelling:

Internet Protocols: IPv4, IPv6;

Routing: Open Shortest Path First (OSPF) v.3, Intermediate System –to- Intermediate System (IS-IS);

Routing Information Protocols: RIPv1, RIPv2;

Border Gateway functionalities (i.e. router to act as a border router to public Internet interconnections): BGP-4, MP-BGP (multicast extension), IBGP (internal border functionality);

Classless Interdomain Routing (CIDR), Network Address Traversal (NAT) supported preferably;

Tunnelling: L2TPv2, L2TPv3;

Other: Generic Routing Encapsulation (GRE), Protocol Independent Multicast (PIM).

MPLS Features:

Ethernet over MPLS emulation;

Label Distribution Protocol (LDP);

MPLS VPN;

MPLS QoS;

Voice:

Possibility for Voice Gateway, controlled by MGCP protocol;

Possibility for H.323 Gatekeeper

Security:

AES, 3DES or respective strong encryption;

SSH;

PAP;

CHAP, ACL;

MD5, DoS, Packet filtering, Anti-spoofing.

Integrated firewall and Intrusion prevention system functionalities;

URL filtering support. 
10 simultaneous SSL VPNs (with licences included), with possibility for upgrade to 150.

Management:

SNMP v.2/v.3;

DHCP;

Telnet;

Web;

Software agent for monitoring and reactions on system components;

Active monitoring of traffic in real time in order to gather data on network performances.

Physical:

Front or centre rack mount.

AC Power Supply Module:

Nominal input voltage: AC -220 V;

Tolerance:  –208 to 240 V AC.
	
	
	

	

	11
	VoIP phone

Quantity: 30 pcs
Interfaces:

10/100 Mbps RJ45 Ethernet interfaces: 2 pcs (One of the interfaces required for LAN connection and the other for connection to PC);

Headset port: 1 pcs; 
Main Features:

Display with XML support;

Adjustable display angle, from 0( to 60(;

Possibility for wall mounting;

Multiprotocol-capable (SCCP, SIP and MGCP);

H.323 and Microsoft NetMeeting compatibility;

G.711 and G.729a audio compression;

Manual or automatic configuration via Dynamic Host Control Protocol (DHCP) and Trivial File Transfer Protocol (TFTP);

Integrated speakerphone;

Comfort noise generation and voice activity detection (VAD) programming on a system basis;

24+ user-adjustable ring tones.
Power Supply Module:

Nominal input voltage: DC -48 V;

Adapter AC 220 V to DC -48 V (to be included);

In-line, thru Ethernet PoE switch;
	
	
	

	


Lot 3: Database and Reporting Platforms

	Item Number
	Specifications
	Specifications Offered
	Notes, remarks, 
reference to documentation
	Evaluation Committee’s notes

	12
	Data Warehouse Platform

Quantity: 1 pcs

Data Warehouse Solution Main Characteristics:

Multiprocessor RISC architecture upgradeable to 64 processors with minimum 16 activated processors, or the platform architecture with corresponding technical performance, for example with virtual processors and with HW Virtualization functionality for support of  micro-partitions and other advanced features
Platform total memory capacity: main disks (disk array subsystem): 90 x 146 GB , 180 x 73  GB or respective in RAID1, 2 disk cabinets or respective according to the need  – upgradeable later up to at least to 40 TB main disk memory. FC or respective disks with 15kKRPM

Internal storage: 4 x 146 GB or respective in RAID1 

Hot spare: 2 x 146 GB or respective

RAM: 128GB GB upgradeable to 4 TB, or to corresponding technical performance

Database space: ≥ 6 TB – upgradeable later up to at least to 20 TB database space
Operating System: Unix derivative, Linux, Microsoft Windows Server 2003 or comparable

Hardware virtualisation functionality, (Hypervisor, software included in price). Virtualisation software capable of virtualizing various Guest OS 

Adapters :

· 4x2 port 8GB FC adapters for connections to storage

· 2x1 port 4GB FC adapters for connection to FC Tape storage

Database: 

· SQL–based data warehouse or database software or respective 

· Support of both relational and OLAP structures in databases
· Support all data types including image and spatial data (optional, later upgradeable feature only)  

Data Acquisition Domain Main Characteristics:

Data acquisition domain (ETL solution) either on the Data Warehouse Platform, or on a separate platform
Support of ETL processes and tasks from access system and regional data sources 

Main Features and Capabilities:

Adequate database storage and format for relevant Border Control data, such as

· Passport data

· Biometric data

· Video surveillance data 

· License Plate Recognition data

Processing physically separated from the operating system

Extra database features

· Range partitioning (etc. date)

· Bitmap indexes

· High performance in HA cluster

· Auditing without performance drop

· 1000+ users

· 100 GB tables

Scalability for the database growth to at least of 50% (preferably even up to 15 TB) without performance degradation based on and with  either
· Massively Parallel Processing (MPP) 

· Symmetric Multi-Processing (SMP) or

· Non-Uniform Memory Architecture (NUMA) 

Process and events monitored such as: 

· space availability and utilization on key disks dying processes

· processes using excessive resources

· processes returning error

· disks at I/O bottlenecks

· HW failures

· CPU usage threshold

· memory swappings

Flat files and RDBMS tables: 

· sequential lists

· indices

· inverted and contiguous lists

· hashed information

Support for “virtual machines” at platform: platform level virtualization 

Compression of various standards relevant for Border Control Devices supported: JPEG, JPEG2000, MPEG, DVI

TCP and Ethernet ports:

Incoming TCP/IP interfaces / ports: 

· TCP ports for database: min 2 pcs

· TCP ports for security connections such as SSL, PUT, SSH

Outgoing TCP/IP interfaces / ports:

· TCP ports for database purpose: min 2 pcs

Build services for extranet connectivity - Interfaces reserved for extranet user connectivity on secure way

Ethernet ports such as 100 Mbps and 1 GbE supported for network access either integrated or through Administrative Workstation:

· 2 x 4 port 10/100/1000 Ethernet ports or respective configuration

· 8 x 2 port 10/100/1000 Ethernet ports or respective configuration

Extranet connectivity HW and SW

Redundancy and Fault Tolerance Features:

High Availability platform – either built-in or on a separate platform, with disk mirroring supported and server failover on failure supported 

Integrated Server Management

Power failure protection: dual AC inputs, battery backup, orderly shutdown

Redundancy : fault tolerant, self-healing, heart beat monitoring, load balancing

Disk failure protection: multiple disk controllers, multiple path to disks, RAID 1 or respective

Load Management:

Load balancing platform

Dual loading or replication

Security Management:

Access control: password, ACL or firewall

Authentication: Shared secret, PKI or respective

Non-repudiation: system logs

Data confidentiality: strong encryption

Communication security support: VPN, MPLS, L2TP 

Data integrity: MD5, digital signature, anti-virus software

Privacy: NAT or respective

HW and SW Level Compatibility:

HW platform level access and communication interworking compatibility with IBM Server platform, AIX OS

Database (SW) level interworking compatibility with Oracle RDBMS v.10

HW and SW Platform Migration:

HW platform level migration provided from the current IBM Server platform, AIX OS, if needed

Database (SW) level platform provided from  Oracle RDBMS v.10, if needed

HW platform and residing database (SW) level migration provided from the existing operational Honeywell Bull platform

Development environment for system upgrade and integration with new features / tools:

· Tools for Designing Business Processes

· Tools for Team Collaboration and testing of applications

· Tools for architecting, designing and developing SOA and Java applications

· Application Services for robust, secure and reliable environment for execution of J2EE applications

· Service Registry and Repository - for management and govern services

· Workflow Services

· Tools for Requirement Management

· Single entry tools that provides integrated authentication and access control across dashboard, application and collaboration capabilities (portal)
Technical assistance in migration one application and data from old platform, which is used on Border crossing, using development tools 
Data Warehouse Hardware external storage Features:

External storage connectivity through FC via FC switch connection using Brocade or similar (2x40  FC switches - 24x4Gb, 16x8Gb SW PC ports). Host to storage connection should be redundant - 4FC ports to host to storage connection

2 Tape Ultrium 4 drives with FC connection which are necessary.

Storage virtualization solution (Storage volume controller or similar), that allows virtualizing available storage space and compatible with existing solution (SVC clusters). Redundancy (cluster), 8GB RAM cache memory, 4 FC HBA adapters. 

48 Tape Cartridge for back-up with back-up software, supported, configured either internally or externally

Network Interface Card for accessing – either integrated or through Administrative Workstation;

Firewall (later upgradeable component and feature only)

· Intrusion Prevention System - IPS

· IPS bundled with 4-Port Cu NIC

· CSMARS 110R 2RU Appliance;4500EPS;1500GB,RAID 10,Redundant
· Network Administration Control - NAC

· NAC Appliance  Manager Failover Bundle -max 20 Servers

· NAC Appliance Server Failover Bundle -max 1500 users
Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: 5  to 50 ºC (min tolerance)

Operating Humidity: 10% to 80% (min tolerance), non-condensing
	 
	
	

	

	13
	Data Warehouse External Storage

Quantity: 1 pcs

Features

Scalable up to over 80 TB raw capacity with FC disks
Connectivity support for FC from 8 up to 24 port storage  to host connections 4Gb minimum : 

· Storage connected via FC to host compatible with existing solution via virtualzing storage using Storage Volume Controllers.

10/100/1000 Base-T Ethernet ports: min 4 pcs

Management through SNMP v2/v3

Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: 5  to 35 ºC (min tolerance)

Operating Humidity: 10% to 90% (min tolerance), non-condensing
	 
	
	

	

	14
	Data Warehouse Backup Platform 

Quantity: 1 pcs

Data Warehouse Solution Main Characteristics:

Multiprocessor RISC architecture upgradeable to 64 processors, or to the corresponding technical performance with virtual processors

Main Disks (disk array subsystem): 90 x 73 GB (minimum) or respective in RAID1, 1-2 disk cabinets according to the need 

Internal storage: 2 x 73 GB in RAID1

Hot spare: 2 x 73 GB

RAM: RAM: 192 GB or to corresponding technical performance

Database space: ≥ 3 TB 

Operating System: Unix derivative, Linux, Microsoft Windows Server 2003 or comparable

Database: 

· SQL–based data warehouse or database software or respective

· Support of both relational and OLAP structures in database
· Support all data types including image and spatial data (optional, later upgradeable feature only) 

Support of ETL processes and tasks from access system and regional data sources through connection to Data Acquisition Domain (see Data Warehouse Domain / Data Acquisition Domain Main Characteristics)

Features and Capabilities:

Features and capabilities supported, see requirements for the Data Warehouse Platform , excluding Redundancy and Fault Tolerance Features

Backup and testing platform and total failure tolerance protection for the Data Warehouse platform

TCP and Ethernet ports:

Incoming TCP/IP interfaces / ports: 

· TCP ports for database: min 2 pcs

· TCP ports for security connections such as SSL, PUT, SSH

Outgoing TCP/IP interfaces / ports:

· TCP ports for database purpose: min 2 pcs

Interfaces reserved for extranet user connectivity

Ethernet ports such as 100 Mbps and 1 GbE supported for network access either integrated or through Administrative Workstation:

· 2 x 4 port 10/100/1000 Ethernet ports or respective configuration

· 8 x 2 port 10/100/1000 Ethernet ports or respective configuration

HW and SW Level Compatibility:

HW platform level access and communication interworking compatibility with IBM Server platform, AIX OS

Database (SW) level interworking compatibility with Oracle RDBMS v.10

Data Warehouse Hardware Additional Features:

External storage connectivity through FC (minimum 2 pcs of connections supported)

48 Cartridge Tape Drive for back-up with back-up software, supported, configured either internally or externally

Network Interface Card for accessing – either integrated or through Administrative Workstation;

Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: 5  to 50 ºC (min tolerance)

Operating Humidity: 10% to 80% (min tolerance), non-condensing
	 
	
	

	

	15
	Data Warehouse Administrative Workstation

Quantity: 2 pcs (Data Warehouse and Backup Platform)

Administrative Platform:

Windows Server 2003 or respective

Console Software or respective to operate Data Warehouse Platform

VMWare ESX Virtualization SW or respective

Operating System: 64-bit dual processor Windows Server 2003 or respective platform

64-bit architecture 

At least 1 GB RAM and 76 GB HD 

At least 2 GHz processor technology

1 MB Cache with 800 MHz

TCP and Ethernet ports:

Incoming TCP/IP interfaces / ports supported: 

· TCP ports for database: min 2 pcs

· TCP ports for security connections such as SSL, PUT, SSH

Outgoing TCP/IP interfaces / ports supported:

· TCP ports for database purpose: min 2 pcs

Build services for extranet connectivity - Interfaces reserved for extranet user connectivity on secure way

Interfaces reserved for extranet user connectivity support

Ethernet ports such as 100 Mbps and 1 GbE supported for network access , Ethernet interface: 

· 100 Mbps BaseT Ethernet interface IEEE 802.3 (RJ45 connector) or

· 1 Gbps Gigabit Ethernet

Wi-Fi interface

Centronics interface: 1 pcs (optional)
4 USB 2.0 ports; 1 serial RS-232

Network Interface Card

Data Warehouse Administrative Platform Additional Features:

DVD  / CD R/W combo drive, w. software

1.44 MB 3.5” FDD (optional)

1 pcs minimum 17” LCD TFT Monitor

1280x1024 pixel, 75 Hz vertical frequency, anti-reflex, contrast 1000:1, brightness 250 cd/m², 150° viewing angle; ≥10 cm height adjustable, 30 degr tilt; TCO’03

YU QWERTY Keyboard, 

Optical Scroll Mouse

Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: 5  to 50 ºC (min tolerance)

Operating Humidity: 10% to 80% (min tolerance), non-condensing
	 
	
	

	

	16
	Reporting Analytics Platform

Quantity: 1 pcs

Reporting Analytics Platform Hardware and Software:

Operating System: 64-bit dual processor Unix derivative, Linux, Windows XP/Vista or respective platform

Oracle v.10 or respective RDBMS 

Reporting Application software, system and services

64-bit architecture, with at least 8 GB RAM 

1 TB HDD space in RAID 5 configuration, hot-swap, 1 million hours MTBF, 1 additional HD in the configuration as spare

External HDD backup with back-up software, 2 TB capacity

At least 2 x 2 GHz processor technology

Main Features and Capabilities:

Operational management through SNMP or respective for Border Control Devices such as

· Automated Passport Readers

· Automatic Document Readers

· Fingerprint Capture Stations

· Video LPR Cameras

· Video Surveillance Cameras

· Biometric Face Capture Stations (optional)

Database structure support for reporting: 

· SQL–based data warehouse or database software or respective 

· Support of both relational and OLAP structures in databases  

INTERACTIVE DASHBORADS: Single source for analyzing key issues, Intelligent drill-down for deep analysis Repeater

EMBEDDED ANALYTICS: Real-time reporting, Critical insights tailored for all user roles

HOSTED DATA WAREHOUSE: Historical trending and comparative analyses, Perform analyses on aggregated data sets

PREBUILT REPORTS: Easy access to over 100 pre-built reports (capacity), Ability to create, print and export reports

CUSTOM REPORTS: Easily create powerful custom reports, Save reports in public and private folders

MULTILANGUAGE SUPPORT: using national character set, and other UNICODE languages

Historical Reports Support : Historical data by time and date , Data tracked across communications channels ,Export for sharing and reporting

Embedded Analytics:

· Perform drillable navigation with the click of a mouse

· Identify top users and options

· Proactively identify statistical trends

· Perform real-time and historical analyses

Prebuilt Report Support:

· All reports accessible from the Reports home page

· Create, print, and export the reports using the built-in reporting tools

· Number of reports upgradeable from 100 to at least 200 pre-build reports

Development environment tools, such as SDK: Java/J2EE, C++ (optional) or respective provided for reporting solution development

Licenses for at least 200 reporting client users, upgradeable.

Ethernet and Other Interfaces:

Ethernet interface: 

· 100 Mbps BaseT Ethernet interface IEEE 802.3 (RJ45 connector) or

· 1 Gbps Gigabit Ethernet

Wi-Fi interface

Centronics interface: 1 pcs (optional)
4 USB 2.0 ports; 1 serial RS-232

Network Interface Card;
Reporting Analytics Platform Additional Features:

DVD  / CD R/W combo drive, w. software

1.44 MB 3.5” FDD optional

1 pcs minimum 17” LCD TFT Monitors 

1280x1024 pixel, 75 Hz vertical frequency, anti-reflex, contrast 1000:1, brightness 250 cd/m², 150° viewing angle; ≥10 cm height adjustable, 30 degr tilt; TCO’03

YU QWERTY Keyboard, 

Optical Scroll Mouse
Physical:

Power

· Input voltage: 100—230 VAC

· Input frequency: 50—60 Hz

Environmental:

Operating Temperature: 5  to 50 ºC (min tolerance)

Operating Humidity: 10% to 80% (min tolerance), non-condensing
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